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Reduces email spoofing and phishing

Increases trust

Integrates with other security measures


https://www.mailprotector.com

Limited scope
Complex setup and maintenance

Forwarding issues

- DNS dependent

Strict policies may block legit email
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DKIM

Verifies authenticity

Ensures integrity

Uses cryptographic signatures
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Complex setup and maintenance
Key management

Compatibility issues

- Limited scope

DNS dependent
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Anytown, USA

\ A A A 4
g e 5555 Main St.
IMDTANAPOLTS IN 420 = 5

From: Jane Doe. PC 44 MOV 2017 P February 2024

5555 Main St.

n. USA Joe Smith
Anytow 1000 Elm St.

Anytown, USA

5
(]
x
'6
S\
% \\\*:y Dear Mr. Joe Smith:
“Usps

FIRST CLASS MA"— I'am writing to express our sincere appreciation for the opportunity
=== = to collaborate. At our com pany, we pride ourselves on delivering
E exceptional service and value to our esteemed partners, and we are

thrilled to embark on this journey with your esteemed organization,

: Our team is committed to providing you with innovative solutions
To: Joe Smith tailored to meet your unique needs and challenges. We are dedicated
1000 Elm St. to fostering a strong and mutually beneficial partnership that drives
success and growth for both parties.

Anytown, USA

IMPORTANT INFORMATION ENCLOSED

Enclosed, please find the relevant documents detailing the terms and
conditions of our agreement, as discussed during our recent meetings.
We believe that these documents accurately reflect our shared
understanding and commitment to our partnership.

Should you have any questions or require further Clarification on

LD, 1Ny aspect of the agreement, please do not hesitate to reach out
ﬁ A e s 0 me directly. Your satisfaction and peace of mind are of the utmost
A A A importance to us, and we are here to assist you every step of the way.

11} mailprotector

Jane Doe
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Jane Doe, PC
5555 Main St.
Anytown, USA

From:

S I I To: Joe Smith
1000 Elm St.
IMPORTANT INFORMATION ENCLOSED Anytown, USA

o bidddd

11} mailprotector

Jane Doe, PC
5555 Main St.
Anytown, USA

February 2024
Joe Smith
1000 Elm St.
Anytown, USA

Dear Mr. Joe Smith:

I'am writing to express our sincere appreciation for the opportunity

to collaborate. At our com pany, we

pride ourselves on delivering

exceptional service and value to our esteemed partners, and we are
thrilled to embark on this journey with your esteemed organization.

Our team is committed to providing you with innovative solutions

tailored to meet your unique needs

and challenges. We are dedicated

to fostering a strong and mutually beneficial partnership that drives
success and growth for both parties.

Enclosed, please find the relevant d

ocuments detailing the terms and

conditions of our agreement, as discussed during our recent meetings.
We believe that these documents accurately reflect our shared

understanding and commitment to

our partnership.

Should you have any questions or require further Clarification on
1Ny aspect of the agreement, please do not hesitate to reach out

0 me directly. Your satisfaction and
importance to us, and we are here t

Jane Doe

peace of mind are of the utmost
0 assist you every step of the way.
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Jane Doe, PC
555 Main St.
ytown, USA

From: Jane Doe, PC
5555 Main St.
Anytown, USA

Mr. Joe Smith:

am writing to express our sincere appreciation for the opportunity
to collaborate. At our com pany, we pride ourselves on delivering
exceptional service and value to our esteemed partners, and we are
thrilled to embark on this journey with your esteemed organization.

g Our team is committed to providing you with innovative solutions

To: Joe Smith tailored to meet your unique needs and challenges. We are dedicated
1000 Elm St. to fostering a strong and mutually beneficial partnership that drives
Anytown USA success and growth for both parties.

IMPORTANT INFORMATION ENCLOSED

Enclosed, please find the relevant documents detailing the terms and
conditions of our agreement, as discussed during our recent meetings.
We believe that these documents accurately reflect our shared
understanding and commitment to our partnership.

Should you have any questions or require further Clarification on
Ny aspect of the agreement, please do not hesitate to reach out
A ‘0 me directly. Your satisfaction and peace of mind are of the utmost
ﬁ A A importance to us, and we are here to assist you every step of the way.

Jane Doe

11} mailprotector
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SPF

v=spf1 include:spf.protection.outlook.com include:spf.us.emailservice.io -all

1 include: spfprotection.outlook.com

v=spf1ip4:40.92.0.0/15 ip4:40.107.0.0/16 ip4:52.100.0.0/14 ip4:104.47.0.0/17 ip6:2201:111:f400::/48 ip6:2a01:111:f403::/49 ip6:2201:111:f403:8000::/51
ip6:2a01:111:f403:c000::/51 ip6:2a01:111:f403:f000::/52 -all
& 4092.0.0/15 (40.92.0.0 - 40.93.255.255)
& 40107.0.0/16 (40107.0.0 - 40.107.255.255)
& 52100.0.0/14 (52.100.0.0 - 52.103.255.255)
& 104.470.0/17 (104.47.0.0 - 104.47127.255)
2a0’|:1’|'|:f400::/48 (2a01:0111:f400:0:0:0:0:0 - 2a01:0111:f400:ffff.Ffff.Frff.Ff.FFF)
2a01:111:f403::/49 (2201:0111:f403:0:0:0:0:0 - 2a01:0111:f403: 7fff-ffff:ffff.ffff:ffff)
& 2201:111:f403:8000::/51 (2a01:0111:f403:8000:0:0:0:0 - 2a01:0111:f403: Of ff ffff: ffff.ffff . ffff)

& 2301:111:f403:c000::/51 (2a01:0111:f403:c000:0:0:0:0 - 2201:0111:f403.afff.fff.ffff.fff.ffff)
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SPF

v=spf1 include:spf.protection.outlook.com include:spf.us.emailservice.io -all

1 include: spfprotection.outlook.com

v=spf1ip4:40.92.0.0/15 ip4:40.107.0.0/16 ip4:52.100.0.0/14 ip4:104.47.0.0/17 ip6:2201:111:f400::/48 ip6:2a01:111:f403::/49 ip6:2201:111:f403:8000::/51
ip6:2a01:111:f403:c000::/51 ip6:2a01:111:f403:f000::/52 -all
& 4092.0.0/15 (40.92.0.0 - 40.93.255.255)
& 40107.0.0/16 (40107.0.0 - 40.107.255.255)
& 52100.0.0/14 (52.100.0.0 - 52.103.255.255)
& 104.470.0/17 (104.47.0.0 - 104.47127.255)
2a0’|:1’|'|:f400::/48 (2a01:0111:f400:0:0:0:0:0 - 2a01:0111:f400:ffff.Ffff.Frff.Ff.FFF)
2a01:111:f403::/49 (2201:0111:f403:0:0:0:0:0 - 2a01:0111:f403: 7fff-ffff:ffff.ffff:ffff)
& 2201:111:f403:8000::/51 (2a01:0111:f403:8000:0:0:0:0 - 2a01:0111:f403: Of ff ffff: ffff.ffff . ffff)

& 2301:111:f403:c000::/51 (2a01:0111:f403:c000:0:0:0:0 - 2201:0111:f403.afff.fff.ffff.fff.ffff)
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SPF

Include all sources of email
that use the domain

Be mindful of going over
10 DNS lookups

Implement the hard fail
as soon as practical: -all flag
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SPF

x Include the +a and +mx flags

x Create multiple SPF records;
only one record per domain

x "Set it and forget it"
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DKIM

Selector
selector2

Record value: [D Copy

v=DKIM1; k=rsa;

p=MIIBIJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAVITPZumkjX0iY72zAjP2ig89uEQXk/Xu
yX+qzPuFal8KJg5F3ZhDtUQP7ukUSyeW/LSJgkX+c561slhll48AX5TYOdfqIM7KYV/PGVdWBgd3as
6tNTQY96gSFVKSF6BUbkWKN/ySrxnpPO0OsWQbEQXFOWVux1n1ckDGHX1fs3xfeQ/XifiSQf9mn/0Obm
6JZROReNCr8frC1euB3d41zVFNX3PTAYyUThXT8QS5hjKtAnHIPOIrvETKiIOXMsCrSdHPmVPK20avbU

NPI4W379atF8+2+mKbYIFhbNi+93zxHSE0G+HozWWLWMEmjZntiOgIN+9ipZrVCMcun2k1cnOJM
yVQIDAQARB;
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DKIM

Microsoft Exchange Online /0ffice 365

selectorl
selector2
SMTP2GO
Google Workspace s111111
google
- . . HubSpot
MailChimp / Mandrill hs] -XXXXXX

kl hs2 ~XXXXXX
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DKIM

Configure DKIM signing for
any email source that supports it

Follow configuration
instructions accurately

Ensure relays do not alter

emails after DKIM sighing


https://www.mailprotector.com

DKIM

x Skip this protocol

« Assume each DKIM selector
1s configured the same way
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EPISODE 2 ++

A Closer Look at
DMARC

JUNE11@ 1 PMEST

Episode 2 takes a closer look at DMARC:
how it protects domains from
impersonation, how to properly configure
it, and how to interpret the reports it
generates.

5S-PART WEBINAR SERIES

T'he Basics Every MSP

Needs to Master

EPISODE 3 +++

Email Security 201.:
Beyond the Basics

JULY 16 @ 1 PM EST

In this episode, we'll move beyond the
fundamentals and dive into the tools,
configurations, and best practices MSPs
need to stop modern threats before they
cause real damage.

EPISODE 4 +4

Human Error, Meet
Zero Trust

AUGUST 13 @ 1 PM EST

In this session, you'll learn how a Zero
Trust approach flips the script, treating
every message, user, and device as
untrusted until proven otherwise.

M mailprotector

EPISODE 5 +++++

How to Package & Sell
Email Security

SEPTEMBER 10 @ 1 PM EST

In the final session of our webinar series,
we'll show you how to package, price, and
sell modern email security effectively.



https://www.mailprotector.com/email-security-basics

Zero lTrust
Email Security

) mailprotector
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